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1. Introduction  
The EC-4200 SIP Security Controller from UM Labs Ltd is designed to provide security for any 

VoIP system or network running the Session Initiation Protocol (SIP) or for an application server 

providing SIP based applications. 

This manual is designed to guide you through setting up and configuring the EC-4200. Section 2 

of the manual is designed to provide a quick start to enable you to install the system and 

complete the basic set up. The remaining sections cover other topics in more detail. 

Sections 3 and 4 provide details of the productΩs architecture and offer some advice on product 

deployment. 

Section 6 covers product installation in more detail than section 2 while sections 7 to 18 provide 

a detailed reference to configuring the EC-4200. 

Clustering multiple EC-4200 systems is discussed in section 19. 

Finally, section 21 provides a glossary, defining some of the terms used in this manual. 

1.1. Applicability  

This manual is applicable to the EC-4200 SIP Security Controller running software release V1.4. 

2. Getting Started 
This section is designed to highlight the main points of the initial installation and configuration of 

the EC-4200 SIP Security Gateway, to enable you to get the system running quickly and 

configured to the extent that in most cases it will be possible to make some basic calls. For more 

detailed guidance on configuring the system, please refer to the other sections of the User and 

Administration Guide.  

Quick-start overview 

The EC-4200 ships with interface eth0 configured with IP address 192.168.1.1. To configure the 

system, connect eth0 to a network hub, configure your workstation with an address in the 

same sub-net (for example 192.168.1.2), connect your workstation to the same hub, launch 

your browser and connect to https://192.168.1.1. Login as admin and enter password in the 

password field. After setting a new password for the admin account you will be able to re-

ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǎȅǎǘŜƳΩǎ ƴŜǘǿƻǊƪ ǎŜǘǘƛƴƎǎ ŀƴŘ ǇǊƻŎŜŜŘ ǿƛǘƘ ǘƘŜ ǊŜǎǘ ƻŦ ǘƘŜ ƛƴǎǘŀƭƭŀǘƛƻƴ. 

Alternatively, you may change the address of eth0 by connecting to the EC-4200 console 

interface. Changing the eth0 address avoids the need to reconfigure a workstation solely for 

configuring the EC-4200. Refer to section 7 of the User and Administration Guide for help with 

connecting to and using the console. 

9ƴǎǳǊŜ ǘƘŀǘ ȅƻǳ ŎƻǊǊŜŎǘƭȅ ǎŜǘ ǘƘŜ ǎȅǎǘŜƳΩǎ ǘƛƳŜ ŀƴŘ ŘŀǘŜ ōŜŦƻǊŜ ŎƻƳǇƭŜǘƛƴƎ ǘƘŜ ƛƴƛǘƛŀƭ 

configuration. You can this either by defining an NTP server (section 10.1 of the manual) or by 

manually setting the time. NOTE: the system will not process calls until the time and date are 

correctly set. 

 

 

 

Refer to the User and Administration Guide (the manual) for help with the rest of the 

https://192.168.1.1/
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Step 1 Unpack your EC-4200 and connect the system to an Ethernet hub using interface 

eth0. Connect the power supply, the system will boot and be ready for 

configuration in approximately 3 minutes. Eth0 and the power connector are 

located on the rear of the system. 

 

 

Note that eth0 and eth1 are located on the network card in the expansion slot 

and that eth2 and eth3 are the motherboard interfaces labelled 1 and 2 

respectively. 

 

Step2 Interface eth0 is pre-configured with IP address 192.168.1.1. Configure a system 

with a browser capable of supporting HTTPS (e.g. IE6, IE7 or Mozilla) with a 

temporary IP address in the same sub-net (e.g. 192.168.1.2). Then connect that 

system to the same hub as the EC-4200, launch the browser and connect to 

https://192.168.1.1. 

 

Step 3 Ignoring the warnings about the certificate not matching the system name and 

ŀōƻǳǘ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜΩǎ ǘǊǳǎǘ ǎǘŀǘǳǎΣ ƭƻƎƛƴ ǘƻ ǘƘŜ 9/-4200 as admin entering 

password as the password. Generating your own certificate to avoid these 

warnings in future is discussed in section 13 of the manual. 

 

Step 4 Assign a new password to the admin account when prompted. Take care not to 

forget the assigned password as there is no way to recover a lost password. 

 

power 

eth0 eth1 eth2 

eth3 

1 

2 
vga serial 

https://192.168.1.1/
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Step 5 Visit the Network System Settings page of the Admin GUI and set up the network 

environment. This includes assigning a system name and configuring Domain 

Name Servers. It is also strongly recommended that at least one Network Time 

Protocol (NTP) server is defined. You must also configure a default gateway, this 

is normally the IP address of the router that provides your Internet connection. 

The Network System Settings page is more fully described in section 10.1. of the 

manual 

 

Step 6 Visit the Network Interfaces page of the Admin GUI and assign the network 

ŀŘŘǊŜǎǎŜǎ ǘƘŀǘ ǿƛƭƭ ōŜ ƴŜŜŘŜŘ ƛƴ ǘƘŜ ǎȅǎǘŜƳΩǎ Ŧƛƴŀƭ ƭƻŎŀǘƛƻƴΦ ¸ƻǳ ǿƛƭƭ ƴƻǊƳŀƭƭȅ 

assign addresses to two of the three interfaces. It does not matter which two 

interfaces you pick, but a good convention is to use eth0 for your LAN (and 

connections to your PBX) and eth1 for your Internet connection. Eth2 can be 

used for any purpose (for example connecting to a different LAN subnet or used 

as a dedicated management interface). The Network Interfaces page of the 

Admin GUI is more fully described in section 10.2 of the manual. 

 

Step 7 Visit the SIP Routing page of the GUI and define the location of your PBX. The EC-

4200 will support multiple PBXs. You will need to enter at least the fully qualified 

domain name (FQDN) or IP address and SIP domain(s) that each PBX serves. The 

SIP Routing page of the GUI is more fully defined in section 10.5 of the manual 

 

Step 8 Click on Save in the configuration section at the foot of the SIP Routing Page. The 

browser will switch to the Configuration Management Page. Enter a name for 

the new configuration and set the configuration active. 

 

Step 9 Reboot the system to activate the new configuration. The system may be 

rebooted from the Status and Diagnostics page (section 18.3). 

 

Step 10 Visit the Status and Diagnostics page again (section 18.3) to check that all 

required services are running.  Note that the SIP Security Engine may not run 

until the system time is correctly set. 
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3. SIP Security Controller Architecture  
Each product in the range of SIP Security Controllers from UM Labs is designed to provide 

security controls for VoIP and related applications running over the Session Initiation Protocol 

(SIP) and to provide facilities to support the deployment and operation of SIP networks and 

applications. 

The security threats that face SIP networks can be categorised into 3 main groups: 

¶ Generic IP level security threats. These threats are faced by all IP applications and networks. 

¶ Application and protocol level threats. These threats are specific to the Session Initiation 

Protocol and the applications that run over the protocol. The threats include call flooding, 

call hijacking and other call disruption attacks. Left unaddressed, these threats can cause 

significant disruption to a SIP network, even leading to complete service failure. 

¶ Content level threats. These threats target the content of a voice call, video conference or 

other SIP session. The threats include unwanted calls, unauthorised call monitoring and for 

SIP applications capable of transmitting data payloads, malicious content. 

The UM Labs SIP Security Controllers are designed to address each of these threat groups. 

3.1. IP Level Security  

Generic IP level security threats are handled by a robust IP firewall module that is fully 

integrated in the SIP Security Controller and also customised to process the SIP messages and 

the RTP media streams that handle voice or video traffic. To ensure a high level of security 

protection, the firewall module is designed to meet the requirements of the U.S. Government 

Firewall Protection Profile for Medium Robustness Environments. Conformance to the this 

protection profile ensures that the security requirements of all commercial applications and all 

but the most demanding defence applications are met. 

While standard firewalls also provide IP level security, the design of SIP and the nature of the 

applications it drives means that VoIP applications do not fit well into the firewall security 

model. All firewalls implement Network Address Translation (NAT). This is done partly for 

security and partly to provide the necessary translation between private LAN network addresses 

and public Internet addresses. NAT changes the source and/or destination address of a packet as 

it passes through the firewall. A problem arises when the protocol packets include embedded 

network addresses. General purpose firewalls do not examine packet contents and so cannot 

translate these embedded addresses. In VoIP packets, the embedded addresses define the end-

points of a call, without these addresses the call will not work.  

This means that not only do general purpose firewalls fall short in protecting a VoIP system from 

application, protocol and content threats, but the NAT transformations they apply to VoIP 

messages actually break the protocols. VoIP system designers have to go to great lengths to 

work around these problems. There is a real risk that these problems force the firewall into a 

configuration where the level of security it provides for both voice and data applications is 

compromised. This risk is magnified whenever a VoIP connection has to pass through more than 

one firewall or NAT gateway, for example when a home worker makes a call via a DSL router and 
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then through the corporate firewall to the IP-PBX. When a VoIP connection has to pass through a 

second NAT gateway some of the work-arounds used to address the NAT challenges fail. This 

problem, the problem of Far-end NAT traversal, is well known. 

By implementing the IP level security provisions in a purpose-designed product that is capable of 

processing the higher level protocols, the operation of the firewall module can be tailored to 

support those protocols and to avoid the limitations of a general purpose device. 

3.2. Application and Protocol Security  

¢ƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ŀƴŘ ǇǊƻǘƻŎƻƭ ǎŜŎǳǊƛǘȅ ŎƻƴǘǊƻƭǎ ƛƴ ¦a [ŀōǎΩ {Lt {ŜŎǳrity Controller products are 

provided by a Stateful SIP Proxy. The proxy is both SIP Transaction and SIP Dialog stateful. This 

means that the proxy retains information about the state of a call or other SIP session for the 

duration of that call. By maintaining this level of state the Security Controller is able to verify 

each SIP message that it processes therefore ensure that only fully authorised and validated 

messages are accepted.  

The UM Labs SIP proxy implements the recommendations for stateful SIP Proxies defined in the 

SIP standard (RFC 3261) ensuring interoperability between other standards conformant SIP 

products.  

The level of state information retained by the SIP proxy in the UM Labs SIP Security Controller 

products is completely different from the state information stored by a Stateful Inspection 

Firewall. The state information retained by a Stateful Inspection firewall allows the firewall to 

identify the different packets that are sent on over an IP network and to assign each packet to a 

session. A session might connect a web browser to a web server or send an email message. 

Stateful inspection does not provide the firewall with any information on that session, and may 

ƴƻǘ ŜǾŜƴ ŘƛŦŦŜǊŜƴǘƛŀǘŜ ōŜǘǿŜŜƴ ŘƛŦŦŜǊŜƴǘ ŀǇǇƭƛŎŀǘƛƻƴǎΦ Lƴ ŎƻƴǘǊŀǎǘΣ ¦a [ŀōǎΩ {IP proxy has a 

complete understanding of the status of all phones or other SIP devices that communicate via 

the SIP Security controller. This means that the Security Controller knows which phones are 

active and are able to make or receive calls. It stores information of the status each active call 

and is able to verify any requests to modify that call, for example to transfer it or to terminate it.  

The state information held by the SIP proxy for each active device or call means that it is able to 

apply a full set of NAT transformations to each SIP message that it processes. This has two 

benefits, firstly this addresses all of the NAT and far-end NAT traversal challenges that standard 

Firewalls introduce and secondly that the SIP Security Controller can act as an application level 

proxy in the standard IP network level sense. This means that when installed on the boundary 

between two networks, the SIP Security controller is able to hide the details of each network 

from the other. This is the way that proxies for applications such as web and email operate, and 

makes good security sense on IP networks. 

The SIP proxy also controls a second proxy, the RTP proxy.  For VoIP applications, the RTP proxy 

handles the call media, the voice or video stream. The end-points for the media stream, defined 

as IP address and Ports, are negotiated separately for each call. This negotiation is the 

responsibility of the SIP protocol using a 3rd protocol, Session Description Protocol (SDP) to 

define these end-ǇƻƛƴǘǎΦ ¢ƘŜ ¦a [ŀōǎΩ {LP proxy mediates in this negotiation providing the 
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necessary address and port mapping to ensure that the media stream can pass through any 

intermediate NAT gateways. The mediation means that the SIP proxy can record the RTP end-

points as part of the state information held for that call. These details are the used to instruct 

the RTP proxy to accept the media stream for that call. This linkage between the SIP proxy which 

is responsible for Signalling and the RTP proxy which handles media provides import security 

controls as it ensures that a media stream is permitted only if the signalling protocol has 

correctly set up the call. These controls block security threats such as Call Hijacking and RTP 

Injection which rely on introducing unauthorised media streams. Such controls are not possible 

with standard firewall devices. 

Additional application and protocol security controls are provided by the validation of all SIP 

messages. Any malformed or undecipherable messages are rejected. This protects the SIP 

network from fuzzing attacks and also minimises the impact of badly configured or faulty VoIP 

equipment. 

Many of the application and security level threats faced by VoIP systems can be handled by 

authenticating SIP requests. SIP requests trigger events such as placing a new call, terminating a 

call, transferring a call and registering a phone with a PBX. Registration is needed so that calls 

can be routed to the appropriate phone.  The SIP standard defines a mechanism for 

authenticating most SIP requests. Of the 14 different SIP requests currently defined, the 

standard allows 12 request types to be authenticated. The SIP Security Controller can 

authenticate all 12 on these requests. 

Finally, the SIP Security Controller protects the call setup traffic by providing TLS encryption for 

signalling. TLS is the standard method of encrypting SIP signalling. 

3.3. Content Security  

¢ƘŜ ŎƻƴǘŜƴǘ ǎŜŎǳǊƛǘȅ ŎƻƴǘǊƻƭǎ ƛƴ ¦a [ŀōǎΩ {Lt {ŜŎǳǊƛǘȅ /ƻƴǘǊƻƭƭŜǊ ǇǊƻŘǳŎǘǎ ǇǊƻǘŜŎǘ ŀƎŀƛƴǎǘ 

threats including unwanted calls and unauthorised eavesdropping. The protection against 

unwanted calls stems from the SIP authentication and encryption services provided as part of 

the application and security controls. These controls are supplemented by placing limits on the 

rate at which calls can be accepted both globally and by call source. 

Unauthorised call eavesdropping is prevented by encrypting the media steam. The UM Labs SIP 

Security Controller uses SRTP to provide media encryption. This is the standard for RTP 

encryption and is implemented using 128 bit AES, a strong encryption algorithm. The UM Labs 

SIP Security Controllers provide two alternative key exchange options. Option 1 is SDES (RFC 

4568), where the key is agreed as part of the media end-point negotiation (using SDP). The other 

option is tƘƛƭ ½ƛƳƳŜǊƳŀƴƴΩǎ ½w¢tΦ 

SDES provides a basic level of security, as the security of the media encryption key relies on 

using an encrypted signalling stream (SIP over TLS). Any SIP gateways between the call endpoints 

must decrypt the signalling stream in order to correctly process the call, so the media encryption 

key will be visible to those intervening gateways. The UM Labs SIP Security Controllers provide a 

gateway implementation of SDES/SRTP which means that the encrypted media stream is always 

terminated on the gateway. This implementation is suitable for securing the media streams from 
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remote or roaming users and providing a front-end for SIP devices that are unable to support 

SRTP.  Where appropriate, the SIP Security controller will provide back-to-back media encryption 

establishing two SDES/SRTP sessions between the gateway and the call end-points. 

ZRTP establishes a SRTP encryption key over the media stream using a Diffie-Hellman key 

exchange including the Elliptic Curve variant (ECDH). By separating key negotiation from the 

signalling stream, ZRTP avoids many of the weaknesses of other key exchange protocols. For 

further details on ZRTP see the FAQ at http://www.zfoneproject.com. The UM Labs SIP Security 

Controllers support gateway ZRTP, further details of this option are provided in section 5. 

 

 

  

http://www.zfoneproject.com/
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4. SIP Security Controller Deployment  
¦a [ŀōǎΩǎ {Lt {ŜŎǳǊƛǘȅ /ƻƴǘǊƻƭƭŜǊǎ are designed to provide security for SIP based applications 

including VoIP, video calls and other SIP applications including Instant Messaging (IM) and 

presence based applications. The security controls provided by the UM Labs products include 

protection against the following security threats: 

¶ Protection for VoIP application servers and gateways enabling external connections to SIP 

trunks, remote users and other SIP domains 

¶ Protection of other components of the networks from the threats resulting from permitting 

VoIP traffic to pass through a standard firewall 

¶ Protection for all components of the VoIP network from SIP flooding and call disruption 

attacks 

¶ Protection against unauthorised call monitoring and eavesdropping. 

To ensure the effective implementation of these security controls, the deployment of the SIP 

Security Controller must be carefully planned.  

4.1. Perimeter Security Gateway  
In most cases the SIP Security Controller will be installed at the network perimeter, providing a 

dedicated security gateway for all SIP traffic and for any traffic that is generated as the result of 

a SIP dialog (for example a RTP Media stream). In this configuration, the SIP Security Gateway 

should be thought of as dedicated Perimeter Security Gateway providing IP level security for 

VoIP traffic in addition to the SIP application level security controls and protection against 

content threats. The recommended network layout is shown in Figure 1. 

Figure 1 SIP Security Controller Deployment 

The PBX should be configured so that its IP route to external networks is via the UM Labs SIP 

Security Controller. This requirement can be met in one of 3 ways: 

1. Define the UM Labs SIP Security Controller as the default gateway for the PBX. This approach 

is appropriate if the PBX and the SIP Security Controller share a common IP subnet and if the 

majority of non-local traffic to and from the PBX is to be relayed via the SIP Security 

Controller. 

2. Define one or more static routes on the PBX directing traffic via the SIP Security Controller to 

a number of defined remote destinations. 

UM Labs  

SIP Security Controller 

PBX 

Remote users: 

Phones, SIP Trunks 
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3. Set up a static route or use policy based routing (source, destination or protocol based) on a 

router between the PBX and the SIP Security Controller to direct SIP traffic destined for 

external locations via the SIP Security Controller. 

The recommended deployment has the SIP Security Controller installed in parallel with a general 

purpose firewall.  This configuration is strongly recommended for two reasons. Firstly, the SIP 

Security Controller is designed to handle SIP and related protocol traffic applying the necessary 

address mappings to the SIP signalling and allocating the media end-points. This means that RTP 

streams may be correctly processed without the need for the general purpose firewall to open a 

large range of ports.  Secondly the IP level security module included in the SIP Security Controller 

provides Firewall grade security for the VoIP and related traffic that it processes. This means that 

deploying the SIP Security Controller in parallel with a general purpose firewall does not 

ŎƻƳǇǊƻƳƛǎŜ ǘƘŜ ƴŜǘǿƻǊƪΩǎ ǎŜŎǳǊƛǘȅ ŎƻƴǘǊƻƭǎΦ hƴ ǘƘŜ ŎƻƴǘǊŀǊȅ ǘƘƛǎ ŘŜǇƭƻȅƳŜƴǘ ƻŦŦŜǊǎ ōŜǘǘŜǊ 

security than attempting to configure the firewall to relay SIP traffic. 

If corporate security policy prevents the recommended parallel deployment, then it is possible 

to connect the SIP Security Controller to a Firewall DMZ or to an internal network segment. This 

is very much a second best option because the firewall will need to be configured to allow both 

SIP and RTP traffic to pass though to the SIP Security Controller. These necessary configuration 

changes could reduce the level of security that the firewall provides to the rest of the network. 

In addition the Network Address Translation (NAT) functions on the Firewall will require 

additional configuration on the SIP Security Controller. This additional configuration needed on 

both the firewall and the SIP Security Controller is discussed in section 20.2 of this manual. 

Finally the SIP Security Controller is designed to ensure that RTP media packets are processed 

without introducing delay or jitter that could reduce the voice quality on VoIP calls. This benefit 

is lost if the RTP media also has to pass through a general purpose firewall. 

4.2. Remote Devices 

The configuration required to enable a remote device, such as a SIP software phone or a 

hardware phone to connect and make calls via the SIP Security Controller depends on whether 

or not the device is in a local domain.  

SIP uses domains in much the same way as email and web applications. A SIP address, or more 

correctly a SIP URI looks a lot like an email address or web URI. SIP URIs include a user 

component and a domain component. For example the following SIP URIs are both within the 

um-labs.com domain: 

sip:info@um - labs.com  

sip:400@um - labs.com  

 

The user component of a SIP URI can be a name or a number. While the domain component is 

normally a domain name it may be any IP address, so the URI sip:400@80.1.2.3  is a 

syntactically valid SIP URI. 

The SIP Security Controller defines a domain as local if the SIP application server that routes calls 

for that domain is under the same administrative control as the SIP Security Controller. There is 
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no limit on the number of local domains that the SIP Security Controller can handle, but each 

should be defined as local with an entry in the SIP Routing table. The routing table entry will 

define the name or address of the SIP application server that controls that domain. 

If a remote device is in a local domain then that device should be configured so that its SIP 

Registration requests are sent via the SIP Security Controller. The Security Controller will then 

forward those requests to the application server for this domain. For most SIP devices this 

ƳŜŀƴǎ ŜƴǘŜǊƛƴƎ ǘƘŜ {Lt ǎŜŎǳǊƛǘȅ ŎƻƴǘǊƻƭƭŜǊΩǎ ŘƻƳŀƛƴ ƴŀƳŜ ŀǎ ŀ {Lt tǊƻȄȅ ƻǊ hǳǘōƻǳƴŘ tǊƻȄȅΦ !ǎ 

ŀƴ ŜȄŀƳǇƭŜΣ ƻƴ ŀ /ƻǳƴǘŜǊtŀǘƘ ŜȅŜōŜŀƳ ǇƘƻƴŜ ǘƘŜ {Lt {ŜŎǳǊƛǘȅ /ƻƴǘǊƻƭƭŜǊΩǎ ŘƻƳŀƛƴ ƴŀƳŜ ǎƘƻǳƭŘ 

be entered in the Proxy box (see Figure 2 where sip.um-labs.com is the domain name of the 

security controller for the UM Labs domain. 

Figure 2 CounterPath Soft--phone Configuration 

Devices in local domains have special privileges, they are able to place calls to other devices in 

local domains and to non local domains. 

If a remote device is not in a local domain then no special configuration is needed. Assuming the 

device is configured to make calls to other SIP domains, and assuming that the SIP Security 

Controller and the required supporting services are configured to allow calls from non-local 

domains the remote device can place calls to any of the local domains protected by the SIP 

Security Controller simply by calling the SIP URI.  The SIP Security Controller places restrictions 

on non-local domains; devices in those domains are allowed to call URIs within a local domain, 

but not URIs in non-local domains. This restriction prevents unauthorised call relay and toll 

fraud. 
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4.3. DNS Configuration  

To enable devices in local domains to send their registration requests and subsequent calls via 

the SIP Security Controller and to enable devices in other domains to call users in a local domain, 

the {Lt {ŜŎǳǊƛǘȅ /ƻƴǘǊƻƭƭŜǊΩǎ ŘƻƳŀƛƴ ƴŀƳŜ ŀƴŘ Lt ŀŘŘǊŜǎǎ ƴŜŜŘ ǘƻ ōŜ ŀŘŘŜŘ ǘƻ ǘƘŜ 5ƻƳŀƛƴ bŀƳŜ 

Server that handles the local domain or domains. 

There are two options for configuring DNS entries for SIP devices. The first is to add a simple A 

(address) record, mapping the devices fully qualified domain name to an IP address. The second 

and better option is to make use of SRV records. An SRV record allows devices to find the 

location and other details about an application server for a domain. In the case of SIP, correctly 

setup SRV records define the location of the SIP server for the domain and define the preferred 

transport. The DNS data for the UM Labs domain includes the following entries: 

 

 

 

 

 

Figure 3 Example DNS Entries 

The first two entries define the two available SIP transports for this domain (UDP and TLS). TLS 

has a lower priority value (higher priority) than UDP so connecting devices should use secure TLS 

in preference to unsecured UDP. In both cases the server is sip.um-labs.com and the default 

ports and UDP and TLS transports (5060 and 5061) should be used. The third entry is a standard 

A record defining the IP address for that server. Refer to the documentation for your local DNS 

for more information on this topic. 

You will of course need to ensure that the appropriate SIP transports are enabled on your 

Security Controller (see section 10.2). 

  

; SRV records  

; Offer TLS/UDP TLS higher priority (lower value)  

;                                       pri wt port  

_sip._udp.um - labs.com.  IN      SRV     15  5 5060      sip.um - labs.com.  

_sip._tls.um - labs.com.  IN      SRV     5   5 5061      sip.um - labs.com.  

;  

; A records  

sip             IN      A       217.154.219.173  

;  
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5. ZRTP Key Exchange, deployment and operation  
The UM Labs SIP Security Controller, includes support for ZRTP protocol version 1.0 and is 

compatible with other devices running the same version. Protocol version 1.0 is the version 

described in the latest ZRTP Internet Draft which has been submitted to the IETF. The draft may 

be viewed at: 

http://tools.ietf.org/html/draft -zimmermann-avt-zrtp 

ZRTP support is provided as an additional cost optional. 

ZRTP is a key exchange protocol designed to securely negotiate media encryption keys for use by 

the Secure Realtime Transport Protocol (SRTP). SRTP in-turn protects a media stream (voice or 

video) from wiretapping and unauthorised eavesdropping by encrypting the media stream and 

thus enabling a VoIP user to make encrypted calls. 

The encryption keys used by SRTP must meet some specific requirements. SRTP uses the 

Advanced Encryption Standard (AES) which is a symmetric cipher. SRTP therefore requires that 

communicating devices establish shared secret keys, as the same key is used to encrypt and to 

decrypt a media steam.  Each VoIP call needs a minimum of two keys as separate key is used for 

each media stream. A simple voice call has two media streams (one in each direction) while a 

video call will need at least 4 keys (two for voice, two for video). The lifetime of the keys is 

limited to the duration of the call; keys are discarded when the call ends. SRTP does not define 

how the encryption keys are set up, this task is left to other protocols. 

There are a number of key exchange protocols designed for use with SRTP. The two most widely 

implemented are SDES (defined in RFC 4568) and ZRTP. The UM Labs SIP Security Controller 

supports both of these protocols. 

SDES is a simple protocol; it exchanges SRTP keys along with other media parameters as part of 

the call setup.  Call setup messages are transported by a signalling protocol such as the Session 

Initiation Protocol (SIP). To maintain SRTP key security and integrity the signalling protocol must 

be encrypted, with SIP this is achieved by using TLS, the same protocol that is used to secure 

access to web sites. The problem with this approach is that it is difficult and sometimes 

impossible to ensure end-to-end security of the TLS connection. Intermediate devices that are 

responsible for call routing must be able to process the signalling stream in order to correctly 

handle the call. This inevitably means that those same devices will be able to monitor the SDES 

key exchange. This limitation means that SDES is suitable only for use where the end-to-end 

integrity of the signalling stream can be assured. In practice this limits the use of SDES to 

securing calls over trusted network links.   

ZRTP has been designed to address these limitations. ZRTP is a key exchange protocol that runs 

over the media stream. This means that its security and integrity are not dependent on the 

signalling stream. ZRTP also includes some specific defences against Man-in-the-Middle (MitM) 

attacks and can therefore detect any attempt by a network operator, a service provider or a 

malicious attacker to intercept or modify the key exchange.  

http://tools.ietf.org/html/draft-zimmermann-avt-zrtp
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This design means that ZRTP is suitable for use on all VoIP calls including those that cross 

network boundaries or are made in geographical regions where the security and integrity of 

regular calls cannot be assured. This has prompted the development of ZTRP for a range of 

devices; it is now possible to make ZRTP protected VoIP calls from soft-phones running on 

Windows, Mac and Linux desktops and from many Symbian or Windows Mobile based cell-

phones.   

hƴŜ ƻŦ ½w¢tΩǎ ŘŜǎƛƎƴ Ǝƻŀƭǎ ƛǎ ǘƻ ǇǊƻǾƛŘŜ ŜƴŘ-to-end call encryption and to ensure that no 

intermediate device is able to monitor or intercept the key exchange. 

To assist in reaching this goal, ZRTP generates a Short Authentication 

String (SAS) which is normally displayed to each caller.  Callers may 

verbally compare the SAS to provide confirmation that that the key 

exchange has completed successfully without interference from a 

MitM and that the call is fully protected. 

To aid this comparison, the SAS is normally displayed as a pair of 

easily pronounceable and distinctive words, for example prowler 

concurrent. 

In some circumstances there may not be a human caller at each end 

of the ZRTP protected call. As an example the call may be routed via a 

gateway or a PBX to a phone that is not capable of handling 

encrypted media or of displaying the SAS. In these cases, the ZRTP key 

exchange takes place between the phone and the gateway or PBX. 

The gateway device will not normally have a human user on hand to read the SAS. To handle 

these cases ZRTP provides some additional features that enable a ZRTP capable phone to enrol 

with a trusted device such as a gateway. This enrolment process establishes some additional 

shared secrets between the device and the phone. These additional secrets together with the 

protocol design ensure that once the enrolment procedure is correctly completed, any future 

attempts at a MitM attack during key exchange are immediately detected. 

The UM Labs SIP Security controller provides a gateway implementation of ZRTP and supports 

device enrolment as defined in the protocol definition. With this implementation, the UM Labs 

SIP Security Controller enables ZRTP capable phones to make encrypted calls via the SIP Security 

controller to any commercial PBX. At the time of writing, no commercial PBXs have direct 

support for ZRTP and only a minority of systems support any other media encryption protocols. 

  



EC-4200 SIP Security Controller 

Copyright UM Labs Ltd 2011 Page 18 

 

5.1. ZRTP Deployment  

The UM Labs SIP Security controller is normally deployed a network perimeter protecting the 

PBX (Figure 4). 

 

Figure 4 ZRTP Deployment 

This deployment means that encrypted calls may be made from any local or remote ZRTP 

capable phone. The SIP Security Controller will decrypt all calls forwarding them over a trusted 

network link where they may be routed to their destination. Calls routed to other local or 

remote phones capable of supporting encryption will be re-encrypted by the SIP Security 

Controller. Calls routed to local phone without cryptography support will remain in clear-text. 

This approach means that service can be extended to a wide range of devices and clear-text call 

legs may be limited to trusted networks. 

In the special case where two ZRTP capable phones participate in a call, each phone will 

negotiate a separate ZRTP session with the Security Controller. 

 

5.2. ZRTP Enrolment  

As the secure ZRTP key exchange operates between the phone and the security controller which 

means that for most calls there is no opportunity to manually compare the SAS with another 

human user, it is strongly recommended that all devices enrol the security controller prior to 

deployment. This enrolment process with establish the additional secrets needed to ensure that 

all subsequent calls are protected against MitM attacks. 

  

SIP 
Security 

Controller 

PBX 

Encrypted 
 

Clear Text 



EC-4200 SIP Security Controller 

Copyright UM Labs Ltd 2011 Page 19 

 

The enrolment process is simple, the user just calls a pre-defined number. For additional 

ǾŀƭƛŘŀǘƛƻƴ ǘƘŜ {!{ ŘƛǎǇƭŀȅŜŘ ƻƴ ǘƘŜ ǳǎŜǊΩǎ ǇƘƻƴŜ Ƴŀȅ ōŜ Ƴŀƴǳŀƭƭȅ ŎƘŜŎƪŜŘ ǿƛǘƘ ǘƘŜ {Lt {ŜŎǳǊƛǘȅ 

/ƻƴǘǊƻƭƭŜǊΩǎ ǎȅǎǘŜƳ ŀŘƳƛƴƛǎǘǊŀǘƻǊΦ ¢ƘŜ {!{ ƛǎ ŘƛǎǇƭŀȅŜŘ ǘƻ ǘƘŜ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ƻƴ ǘƘŜ {ŜŎǳǊƛǘȅ 

/ƻƴǘǊƻƭƭŜǊΩǎ D¦L όFigure 5). 

Figure 5 ZRTP Enrolled Users 

The SIP Security Controller will process enrolment calls when those calls arrive on a previously 

defined network interface. If most ZRTP users will be using soft-phones running on laptops or 

network connected PDAs then it is recommended that dedicated enrolment network is set up. 

Devices can be connected to that network and enrolled as they are issued to users. Limiting 

enrolment to a single network guarantees physical proximity of the devices during enrolment so 

that the SAS displayed by the device and by the SIP Security Controller may easily be checked.  

The same approach may be used for registering mobile phones if those phones are able to 

establish a WiFi connection to the enrolment network, otherwise the enrolment interface should 

be configured so that enrolment calls may be made from a remote network. 

In all cases, an enrolment URI must be defined. The URI should be handled by a trusted local PBX 

and can either direct the caller to a pre-recorded message or could ring a phone that can be 

answered by the SIP Security Controller administrator. 

Assuming that the SAS displayed on the callers phones matches the SAS displayed on the SIP 

Security Controller GUI, then the SIP Security Controller administrator must mark the SAS as 

verified by clicking on the verify button displayed adjacent to the enrolled user. The phone use 

must also mark the SAS as verified. The mechanism for doing this will depend in the phone. If 

Zfone is in use the  Register with this PBX option from the Edit menu should be checked while 

the enrolment call is still active. 
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6. Installing the EC-4200  
Installation and initial configuration of the EC-4200 is completed in 3 easy steps: 

¶ Unpack the EC-4200 and connect it to the network 

¶ Establish a Web connection to the EC-4200 using a default IP address 

¶ Login and complete the basic configuration 

6.1. Unpack and Connect to the Network  

The EC-4200 is equipped with 4 100/1000 Mbit/sec Ethernet ports, a power connector, a VGA 

port and a serial console port (not currently used). The network ports and named eth0, eth1, 

eth2 and eth3 and correspond to the connections shown in Figure 6.Figure 

6

 

Figure 6 EC-4200 Back Panel Connections 

For the initial configuration, connect the system to an Ethernet network port using eth0, the 

connector closest to the power connector. Connect the supplied power supply to the system 

which will start to boot. The complete boot process takes approximately two minutes. 

On first boot, port eth0 is pre-configured with a fixed IP address 192.168.1.1, netmask 

255.255.255.255.  To continue with the configuration, manually configure a workstation to have 

a different address on the same IP subnet (for example 192.168.1.2, netmask 255.255.255.0) 

and connect that workstation to the same Ethernet network as the EC-4200.  You may find it 

convenient to use an Ethernet cross-over cable to establish this connection. The use of a cross 

over rather than connecting to a hub may be necessary if your network happens to use 

192.168.1.0 as its local network number. 

Alternatively you may change this default address to one that corresponds to you local network. 

This can be done via the console menu. Connection to the EC-4200 console menu requires a 

serial cable (not supplied) and a suitable terminal emulator or a monitor and keyboard.  See 

section 7 for details. 

6.2. Establish a web connection to the EC-4200  

Using your preferred browser on the workstation configured and connected in the previous 

section, establish a connection to: 

https://192.168.1.1/ 

Note that for security reasons, you must establish an HTTPS (encrypted) connection. To protect 

the confidentiality of your password, plain text connections are not allowed. HTTPS connections 

are controlled by a server certificate. The browser will compare the certificate presented by the 

power 

eth0 eth1 eth2 

eth3 

1 

2 
vga 

https://192.168.1.1/
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server with the URI used to make the connection and will issue a warning if the identity in the 

certificate does not match the URI. As all EC-4200s ship with a standard certificate, your browser 

will issue a warning. The format depends on the browser used. This warning can be avoided in 

the future by generating and/or installing a new self-signed or CA signed certificate. This process 

is discussed in section 13 of this manual. 

Using your preferred browser on the workstation configured and connected in the previous 

section, establish a connection to: 

https://192.168.1.1/ 

or to the address assigned to eth0 via the console menu. Note that for security reasons, you 

must establish an HTTPS (encrypted) connection. To protect the confidentiality of your 

password, plain text connections are not allowed. HTTPS connections are controlled by a server 

certificate. The browser will compare the certificate presented by the server with the URI used 

to make the connection and will issue a warning if the identity in the certificate does not match 

the URI. As all RC-2100s ship with a standard certificate, your browser will issue a warning. The 

format depends on the browser used. This warning can be avoided in the future by generating 

and/or installing a new self-signed or CA signed certificate. This process is discussed in section 13 

of this manual. 

If you wish to check the validity of the certificate presented by the EC-4200, the standard 

certificate shipped with all new systems is as follows: 

Issued To:  default.um-labs.com 

Organisation:  UM Labs Ltd 

Serial Number:  A0:4E:AD:2B:DB:8B:AB:6E 

Issued By:  default.um-labs.com 

Issued On:  Apr 27 06:39:22 2008 GMT 

Expires On:  May 17 06:39:22 2010 GMT 

MD5 Fingerprint:  64:42:73:BD:6E:08:C6:18:B9:1B:60:66:FA:58:BD:B7 

6.3. First Login  

Once you have accepted the certificate presented by the EC-пнллΩǎ web server, you will be 

presented with a login screen similar to that shown in Figure 7. Login as admin using the default 

password. The login credentials needed for this initial login are: 

User name:  admin 

Password:  password 

 

Note that both username and password are case sensitive. 

https://192.168.1.1/
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Once you have logged in you will be asked to read and accept the standard license agreement 

and to change your password. Chose a strong password but take care not to forget the password 

as there is no mechanism to recover a lost password. 

The text of the license agreement may be read at: 

http://www.um -labs.com/license_agreements.html 

Figure 7 EC-4200 Login Prompt  

At this point you are ready to begin the basic configuration (see section 10 of this manual). 

http://www.umlabs.com/license_agreements.html
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7. EC-4200 Console Interface  
The EC-4200 SIP Security Controller offers a console menu that provides a number of low level 

system configuration functions. These functions include: 

¶ Viewing the currently configured IP addresses 

¶ Changing the IP address of interface eth0 

¶ /ƘŀƴƎƛƴƎ ǘƘŜ ǎȅǎǘŜƳΩǎ ŘŜŦŀǳƭǘ Lt ƎŀǘŜǿŀȅ 

¶ Setting the time and date 

¶ Emergency reset functions 

¶ Rebooting the system 

7.1. Connecting to the console  

The EC-4200 console interface is available via the ǎȅǎǘŜƳΩǎ ±D! ǇƻǊǘ ŀƴŘ ƪŜȅōƻŀǊŘΦ The VGA and 

ports allow local access to the console functions, while the serial port offers a convenient way of 

providing remote management functions. 

To use the console interface on ǘƘŜ ±D! ǇƻǊǘΣ ŎƻƴƴŜŎǘ ŀ ƳƻƴƛǘƻǊ ǘƻ ǘƘŜ ǎȅǎǘŜƳΩǎ ±D! ǇƻǊǘ ŀƴŘ a 

keyboard to either the PS2 style keyboard socket or to one of the USB ports. VGA ports and USB 

ports are available on both the front and rear of the system. The PS2 keyboard port is located on 

the rear of the system. Note that the monitor and keyboard are not supplied with the system. 

Once the monitor and keyboard are connected, boot the system to display the console menu. If 

the system has already booted, then you may need to hit return once or twice to activate the 

console menu. 

7.2. Console Menu Functions 

The console menu offers a series of numbered options. To select one of the displayed options, 

enter the option number when prompted (see Figure 8). 
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----------------------------------------------------------------------  

|                                                                    |  

|                      UM Labs EC - 4200 Console                       |  

|                                                                    |  

|       1) Show Interface IP addresses                               |  

|                                                                    |  

|       2) Change Interface eth0 IP addr ess                          |  

|                                                                    |  

|       3) Set time and date                                         |  

|                                                                    |  

|       4) Emergency Reset functions                                 |  

|                                                                    |  

|       5) Reboot the system                                         |  

|                                                                    |  

|       6) Shutdown the system                                       |  

|                                                                    |  

|       7) Exit                                                      |  

|                                                                    |  

|                                                                    |  

|       Option:                                                      |  

|                                                                    |  

----------------------------------------------------------------------  

  Tue Jun 9 11:52 2009                Version: 1.3  Rev 1533  

Figure 8 EC-4200 Console 

 

7.2.1. Show Interface IP Addresses  

This option displays the currently configured IP address and subnet mask of each active network 

interface. 

7.2.2. Change Interface eth0 IP Address  

This option changes the factory default IP address of the eth0 network interface. This enables 
the factory default address of 192.168.1.1 to be changed to an address that matches the range 
used on your local network, simplifying the task of connecting to the Web GUI.  
 
This option is intended only for use during initial configuration. Changing the factory default IP 
address for eth0 has no immediate effect on a running system. To activate the changes, select 
the Reset to Factory Defaults option from the emergency reset functions (section 7.2.4).  

7.2.3. Set Time and Date 

This option changes the system time and date. It is important that the SIP Security Controller 

always runs with the correct time and date. This option is provided to enable the time and date 

ǘƻ ōŜ ǎŜǘ ŘǳǊƛƴƎ ƛƴƛǘƛŀƭ ƛƴǎǘŀƭƭŀǘƛƻƴΦ ¸ƻǳ ǎƘƻǳƭŘ ŀƭǎƻ ŜƴǎǳǊŜ ǘƘŀǘ ǘƘŜ ǎȅǎǘŜƳΩǎ ǘƛƳŜ ȊƻƴŜ ƛǎ 

ŎƻǊǊŜŎǘƭȅ ǎŜǘ ŀƴŘ ǘƘŀǘ b¢t ǎŜǊǾŜǊǎ ŀǊŜ ŘŜŦƛƴŜŘ ǎƻ ǘƘŀǘ ǘƘŜ ǎȅǎǘŜƳΩǎ ŎƭƻŎƪ ǊŜƳŀƛƴǎ ŀŎŎǳǊŀǘŜ. Time 

zone and NTP settings are managed from the system GUI (section 10.1). 
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7.2.4. Emergency Reset Functions 

These functions are provided to recover a system when access to the Web Interface is no longer 

available because of previous configuration errors. 

1. Reset Admin GUI Password. This option re-sets the password for the admin login to its 

default value (see section 6.3). This option takes effect immediately. 

2. Reset to Factory Defaults. This option resets the system to the factory default 

configuration by deleting the existing configuration. This option should be used with 

caution as deleting the configuration is not reversible. The change will take effect on the 

next system reboot. Note that if the IP address of eth0 was previously changed using the 

console menu, then that change will be retained. 

3. Reboot the system. A reboot is necessary after resetting the system to factory defaults. 

7.2.5. Reboot the System 

Selecting this option triggers an immediate system reboot. 

7.2.6. Shutdown the  System 

Selecting this option shuts down the system. 
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8. Configuration Management  
In common with the other SIP Security Products from UM Labs, the EC-4200 provides 

sophisticated Configuration Management. This means that a system can store multiple 

configurations any one of which may be activated. This feature makes it easy to experiment with 

new configurations and to roll-back to a known working configuration if things go wrong. 

The EC-4200Ωǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƳŀƴŀƎŜƳŜƴǘ ƛǎ ōŀǎŜŘ ƻƴ ǘƘǊŜŜ ǎƛƳǇƭŜ ǇǊƛƴŎƛǇƭŜǎΥ 

1. The system runs using an active configuration. This configuration is locked and cannot be 

directly changed.  

2. Any configuration item on any of the web GUI pages can be changed; these changes are 

άǊŜƳŜƳōŜǊŜŘέ ōȅ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƳŀƴŀƎŜƳŜƴǘ ǎȅǎǘŜƳ ŀƴŘ ƘŜƭŘ ƛƴ ŀ ǘŜƳǇƻǊŀǊȅ area. 

¢ƘŜǎŜ ŎƘŀƴƎŜǎ Řƻ ƴƻǘ ŀŦŦŜŎǘ ǘƘŜ ǎȅǎǘŜƳΩǎ ƻǇŜǊŀǘƛƻƴΦ 

3. When you have finished making changes you have the option of discarding all changes 

or saving the changes as a new named configuration. 

The configuration management page (see Figure 9) lists the currently active configurations and 

shows which configuration is active. 

Figure 9 Configuration Management 

The majority of the Web GUI pages provide two sets of buttons that provide an interface to 

configuration management. Figure 10, which shows the static routes page, illustrates these 

buttons. 

Figure 10 Configuration Control 

The first set of buttons, apply and cancel, save or discard any changes made to the current page. 

These buttons are disabled until at least one change has been made to the current page. Clicking 

on Apply saves the changes made on the current page to the temporary area and allows further 

changes to be made on other pages. Clicking on Cancel discards all changes on the current page. 
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The second set of buttons applies to the complete configuration. These buttons remain inactive 

until changes have been applied to at least one individual page.  The configuration management 

buttons provide a short cut to the configuration management page. Clicking on Abandon Config 

will discard all the changes held in the temporary area, while clicking on Save Config will navigate 

to the Configuration Management page where the pending changes can be viewed or saved as a 

new named configuration. Clicking on See Changes will display a summary of the differences 

between the active configuration and the current temporary configuration. 

Some pages do not have the configuration management buttons. This is because the 

configuration items on these pages apply to the system as a whole and are not specific to 

individual configurations. These pages are Encryption Management (section 13), License 

Management (section 16) and Software Updates (section 17). 

Figure 11 shows the dialog displayed when a new configuration is saved. Enter a short 

descriptive comment in the Description box and click on save. The configuration will then be 

displayed with other saved configurations. 

The EC-4200 imposes a limit of five saved configurations, including the active configuration. 

Once the limit has been reached, older unwanted configurations must be deleted before any 

new configurations can be saved. Note that in some cases configurations may be dated 1st 

January 2000. This is because those ŎƻƴŦƛƎǳǊŀǘƛƻƴǎ ǿŜǊŜ ǎŀǾŜŘ ōŜŦƻǊŜ ǘƘŜ ǎȅǎǘŜƳΩǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ 

had been completed and NTP servers were defined. NTP servers are essential to ensure that the 

system clock is set accurately. Configuring NTP servers is discussed is section 10.1. These older 

ŎƻƴŦƛƎǳǊŀǘƛƻƴǎΣ ƛƴŎƭǳŘƛƴƎ ǘƘŜ ǎȅǎǘŜƳΩǎ ŘŜŦŀǳƭǘ ŎƻƴŦƛƎǳǊŀǘƛƻƴ Ƴŀȅ be deleted once an operational 

configuration has been saved and set active. 

To activate a saved configuration, click on the Set Active button next to the required 

configuration. Note that in software version V1.0 you must then reboot the system to ensure 

that all system components are re-started with the new configuration. The system is rebooted 

from the System Status page (section 18.3). 

 

Figure 11 Saving a new Configuration 

Prior to saving a new configuration, it is often useful to view a summary of the changes made. 

Clicking on the Changes button will display a summary of the changes made. An example is 
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shown in Figure 12. In this case an additional network interface (eth1) has been activated and a 

new SIP route has been added. 

Figure 12 Configuration Change Summary 
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9. GUI Navigation 
The SIP Security Controller GUI is displayed in two sections. The column to the left is the 

navigation menu which provides a link to each of the main configuration pages. The main 

window displays the configuration page currently selected on the navigation menu. Some of the 

navigation menu items expand to display a sub-menu when clicked. These are marked with a » 

symbol in Figure 13 GUI LayoutFigure 13. 

 

Figure 13 GUI Layout 

The complete list of navigation menu links and the section number in this manual that describes 

the configuration option is shown in Table 1. 

Navigation Menu Item Manual Section 

Dashboard 18.1 

System Status 18.3 

Network Config »  

 System Settings 10.1 

Network Interfaces 10.2 

VLANs 10.3 

Static Routes 10.4 

Firewall Control »  

Firewall Policy Control 11.2 

Firewall Rules (Outbound) 11.3 

Firewall Rules (Inbound) 11.4 

Advanced Firewall Control 11.5 

SIP Routes 10.5 

Advanced SIP Processing 10.6 

Encryption Management »  

Certificate Management 13.1 

Media Encryption 13.3 

ZRTP Management 13.5 
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Navigation Menu Item Manual Section 

Logging and Reporting 14 

User Management »  

System Administrators 15.1 

SIP Users 15.2 

RADIUS Authentication 15.2 

Software Updates 17 

License Management 16 

Configuration Control 8 
 

Table 1 GUI Menu Hierarchy 

10. Basic Configuration  
This section describes how to complete the basic configuration of the EC-4200. There are two 

main stages; to configure the IP Network settings for your system and to configure the SIP 

routing rules. 

IP Network settings are split over 3 pages. The first page defines the system wide settings, host 

name, domain, Domain Name Server and other settings. The second page configures each of the 

network interfaces that will be used on your system. The third page allows the definition of 

static IP routes. Network system settings and Network Interfaces are mandatory; at least one 

network interface must be defined. Static IP routes are optional and are normally required only 

if your internal network has included a number of routed sub-networks. 

10.1. Network System Settings 

The GUI page for network system settings is shown in Figure 14. The first part of the screen is 
used to define key system-wide settings. Many of the input fields are required. Positioning your 
cursor over the ? symbol next to each input field will display some help text describing that field. 
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Figure 14 Network System Settings 

The lower part of the screen summarises the configured network interfaces on the system and 

any configured static routes. If this is your first login only one interface with the default IP 

address of 192.168.1.1 or an alternative value set via the console interface will be displayed. 

(Figure 14 is taken from a system that has been partly configured, so an additional network 

interface is shown). 

The values that should be entered in each of the fields on this page are summarised in Table 2. 

Value Meaning Status 

Host name This is the name of the system. The hostname must 
be unique within your IP domain. It should be 
assigned by your local network administrator. 

Mandatory 

Domain Name This is your local IP domain name which is usually 
ōŀǎŜŘ ƻƴ ȅƻǳǊ ƻǊƎŀƴƛǎŀǘƛƻƴΩǎ ŘƻƳŀƛƴ ƴŀƳŜΦ ¢ƘŜ Lt 
domain is usually the same as the domain name 
used by your SIP applications, although it does not 
have to be. 

Mandatory 












































































































